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Abstract: We implement a quantum random number generator based oarckdlhomodyne
measurement of vacuum fluctuations of the electromagnetit five used wave front splitting
of the local oscillator instead of amplitude splitting irder to simplify the optical setup. The
digitized noise signal is processed with a fast randomnesaation scheme based on a linear
feedback shift register. The random bit stream is contislyoread in a computer at a rate of
about 480 Mbits and passes an extended test suite for random numbers.
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1. Introduction

Generating high quality and trusted random numbers is agnéaktask in various crypto-
graphic schemes and many other fields such as Monte Carldasioms [1] and various ran-
domized algorithms. Algorithmically generated pseudodiam numbers are available at very
high rates and can be easily implemented in software, bytdahedeterministic in nature and
therefore are not suitable for cryptographic purposes.mali@rnative, hardware random num-
ber generators have been used [2,3]. They measure noisigahy®cesses and convert the out-
come into random numbers. Since it is impossible to predeebutcome of such measurements,
these physically generated random numbers are more trestegared to pseudo-random num-
bers.

Quantum random number generators (QRNG) is a class of hesdaadom number gener-
ators whose source of randomness is the outcome of quantasuneenents. Early implemen-
tations of QRNGs made use of decay statistics of radioantistei [4, 5]. A number of more
recent implementations using quantum optical measurenment been reported. These include
measuring photon number statistics [6—12], scatteringtewaf single photons by a beam split-
ter [13], amplified spontaneous emission of a fiber amplifid]. ] QRNGs based on measuring
the intensity [15, 16] and phase noise [17—-24] dfatient light sources have also been reported.

In this paper we report on a QRNG implementation based onumiegsthe vacuum fluctua-
tions of the electromagnetic field, which has been reporigd3-28]. Such measurements are
known for their high bandwidth and simple optical setup.His paper, we simplify the optical
setup of the homodyne detector down to only a laser diodevaoglhotodiodes without using
light splitting components. Combined with affieient randomness extractor, we are able to
generate unbiased and uncorrelated stream of random litsigh rate, but now with a much
simpler optical setup.



2. Optical homodyne measurement by wavefront splitting

The QRNG based on measuring vacuum fluctuations of the eteatgnetic field uses an bal-
anced homodyne detector. A conventional setup consistdasiea diode (LD) as a local oscil-
lator, a 50:50 beam splitter (BS), and two photodiodes;(FED,). A collimation lens and a
mirror is also used to steer and guide the laser beam.

Fig. 1 (b) shows the schematic of a conventional balancecbldgne detector. The local os-
cillator (LO) in modea enters the BS and is directed onto two photodiodes and theqinoent
difference is measured. This setup maps fluctuations of elddiatd in modeb to the photocur-
rent diference 1 —io. When probing the vacuum fluctuations of EM fields, the inputietmof
the BS is kept empty (i.e. mode b is|8}).

A core requirement for a balanced homodyne detection is tkimgnof modea andb at the
beam splitter, which is governed by the following matrix

(E;) =M (E‘;) where M= (i _11) (1)

WhereE, . .. 4 represents the oscillating electrical fields at mode®, ¢, d. This matrix
relation is ensured by the boundary conditions of the edetagnetic fields between the dielec-
tric media of the beam splitter. The mixing of modendb also requires good overlap of their
spatial profile as well as their frequency. Although measuthe vacuum state does not need
to go through this non-trivial process, careful placemert ®ning of optical components are
still needed.
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Fig. 1. Splitting mechanisms of the twd¥dirent implementations. A conventional balanced
homodyne detection scheme (a) relies on the beam splitter matrix relatioedyetiae input
modesa, b and the output modes d. In the wavefront-splitting implementation (b), this
is replaced by spatially splitting the elliptical transverse mode of a laser beam.

We can simplify the setup of the balanced homodyne detegtarsing a dfferent mode
decompositon of the local oscillator, thus replacing thanbesplitter matrix in (1). Fig.1 (b)
shows the simplified setup that we propose. A pair of squaapesh photodiodes are placed
adjacent to each other are directly exposed to the laser ,beach receiving approximately
half of the laser beam spot. The optical mode from the lasededis typically of elliptical
transverse profile and for simplicity, the electrical field@itude at the photodiode surface can
be approximated by

E;(%,y.t) = Eg- g(x,y,t) = EEg(e7" - e/’ " /my?) @)

wheree is the polarization vector, anf is the global field amplitude. The tergn*/wx® .
e>*/"»* describes a transverse beam profile of a 2D gaussian distntwith different param-
etersw,, wy, alongx, y directions. The functiog(x, y,t) = e7* e w2y describes
the optical mode of the local oscillator.

We now introduce a somewhat similar mode functigr, y,t) which is manually defined as



+1 for >0
nxo) = et { 3 (o 270
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Itis clear thath(x, y,t) is orthogonal tg (x, y,t) since [ g(x, y,t) - h(x,y,t)dx® = 0, thus the
two modes can be considered as independent harmonic tmsill&onsider a second field in
modeh, E, = €E; - h(x, y,t) is being mixed with the local oscillator at mogeThe electrical

field on the "upper half"¥ > 0) and "down half* { < 0) can be written as

= A x,y,t) for >0
€,y =é(Eo k) { S0 {00070 @
0 for y>0

Edown = €(Eo — Eq) - { g(x,y,t) for y<O

It it easy to see that Equation (4) reproduce the beam spiiitdrix in (1). The photocurrent
difference —ip shown in Fig.1 (b) now maps to the vacuum fluctuations of actedmagnetic
field with a mode functiorh(x, y,t), which is kept at vacuum state. The mixing of the two
modes is automatically ensured since the vacuum field i€pteverywhere.

In contrast to a conventional homodyne detector based ofitad®splitting of fields through
beam splitter, we use the splitting of wave front of the ldssam and thus eliminated the usage
of beam splitting components. The setup is now much simgld@mpared to those in [25-28]
and the non-trivial alignment procedures can be avoided.
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Fig. 2. Amplified noise levels measured into a resolution bandwidtéh 60 kHz. The red
trace is the amplified photocurrentidirencei, — i, with equal optical power impinging
on both photodiodes. The blue trace corresponds to the electronic rusteisrmeasured
without any optical input.

3. Implementation

Figure 2 schematically shows the balanced homodyne detestitup of our QRNG. A con-
tinuous wave laser (wavelength 780 nm) is used as the locdladsr for the vacuum fluctua-
tions. The beam from the laser diode impinges directly onpaia of photodiodes (OSRAM
SFH2701). The sensitive area of the two photodiodes are t&/x 0.6 mm squares and are
placed next to each other with a 1 mm gap in between.

The laser diode casts an elliptical beam spot of about 2.5 omgp &nd 0.7 mm wide, which
covers the two photodiodes. A fraction of the optical povgereiceived by the two photodiodes.
By carefully adjusting the position of the beam spot, we dnle #o balance the optical power
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Fig. 3. Amplified noise levels measured into a resolution bandwBdth100 kHz. The red
trace is the amplified photocurrentfi@girence 1 — i, with equal optical power impinging
on both photodiodes. The blue trace corresponds to the electronic rueisrmeasured
without any optical input.

received by the two diodes. The fluctuations of photocurdéfgrenceA (i, —i») is amplified by
a transimpedance amplifier (Analog Devices AD8015) folldwg two wideband RF dieren-
tial amplifiers (Analog Devices AD8351). The entire amplifithain has a calculatedtective
transimpedance R ~ 1 MQ.

Fig 3 shows the measured total noise output (red trace) wiasta relative flat power density
range from about 10 MHz to 150 MHz. The lower end of the banaidyg the AC coupling
capacitors in the gain block while the high end is determibgdhe cut-déf frequency of the
amplifiers. As a comparison, the electronic noise (blueslr&&measured with the laser diode
switched @f. The signal to noise ration is found to be over 10 dB at lowegdiencies (0-50
MHz) and around 5 dB at higher frequencies (50-100 MHz) andavelude that the total noise
is dominated by quantum fluctuations.

The amplified noise signal is digitized into signed 12 bit #®at a sampling rate of 200
MHz with an analog to digital converter (ADC, Analog DevicAaD9634). The normalized
autocorrelation evaluated over1€amples is shown in Fig 4. The autocorrelation measured up
to a delay ofd = 100 is on the order of 1@ which is below the @ confidence level. Residual
correlation is observed fat < 10 and is a consequence of the finite bandwidth of the noise
signal (150 MHz) and the high sampling rate of the ADC (200 NIHz

4. Entropy estimation and randomness extraction

We estimate the entropy in the raw data to help determinertmuat of extractable random-
ness from our QRNG. Two fferent definitions of entropy are used here. An upper bound of
randomness is given by the Shannon entropy, and the miognits computed to set an lower
bound.

For this setup, we followed the same assumptions made in rewigos work [28] which
assumes that the measured total noise sifpat X, + X, is the sum of independent random
variablesX, for the quantum noise, and,. for the electronic noise. The three variablég,

X, and X, are assumed to follow Gaussian distributions and takeetissalues between2!!
and 21 — 1. Considering the worst case scenario that an adversarfulh&sowledge of the
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Fig. 4. Autocorrelation of the total noise signal sampled at 200 MHz, coespover 16
samples (solid line), compared with the 2onfidence level (dashed line).

electronic noise, the conditional Shannon entropy in thigeds
H(Xt|xe) = H(Xq + Xe|Xe) = H(quxe) = H(Xq) (5)

A variance ofc2 = 02 — 02 ~ 53167 is calculated forX,. For such a Gaussian distribution
with o, > 1, the Shannon entropy can be computed as

2111

Hs(Xs) = ) =pq(X) logz by (x) (6)

x=-211
+00
~ f—f(x) log, f(x) dx = log,( V2reo,)

~ 11.1bits
The min-entropy of the quantum noi3g is computed as

Heo (Xg) = —logy(max[pg (X)1) (7
~ log,( V2ro,)
~ 10.38bits

The Shannon entropis (X,;) and min-entropyH., (X,) set up the upper and lower bound
of extractable randomness. We use a randomness extracn ba a Linear Feedback Shift
Register (LFSR) which has been reported in our previous {&8Kk The extractor is equivalent
to multiplying an input stream of 63 bits to a 6363 Toeplitz matrix generated from a LFSR
and is shown to be a valid hashing function [29]. The low cariy of this extractor allows
it to be easily implemented either in high speed or low powehhology. This scheme can be
par- allelized using 126 register cells, capable of reagivip to 63 injected raw bits per clock
cycle to even further speed up the process.
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Fig. 5. Probability distribution of the measured total noise with variande(a), electronic
noise with variancer.2 (b), and the estimated quantum noise with variazmgé (c). The

filled areas in (a), (b) show the actual measurements ovesd@ples, the solid lines fit to
Gaussian distributions.

5. Performance

We apply the statistical test suite from NIST [30], and theeibarder” randomness test bat-
tery [31] to evaluate the quality of the extracted random bers. Our RNG output passed both
tests consistently when evaluated over a sample of 400 Gigdbe sense that occasional weak
outcomes of some tests do not repeat.

Our implementation has an output rate of about 480 Maf uniformly distributed random
bits, with the digitizer unit sampling at 200 MHz and rand@ss extraction ratio of 66%; this is
limited by the speed of the data transmission protocol (U8B2lthough significantly higher
generation rates have been reported recently [14, 17, 18]design is by far the most com-
pact and with moderateffert, our random number generation rate can be greatly inecehy
extending the bandwidth of the photodi- odes, amplifierd,digitizer devices.

6. Conclusion

In summary, we demonstrated a random number generatiomschg measuring the vacuum
fluctuations of the electromagnetic field. By using wave frsplitting instead of amplitude
splitting, we eliminated the usage of any beam splittingagpih our setup. By estimating the
amount of usable entropy from quantum noise and usingfament randomness extractor based
on a linear feedback shift register, we can generate unifodistributed random numbers at a
high rate from a fundamentally unpredictable quantum nreasent.



