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10
and Christian Kurtsiefer1,2,a)

11 AFFILIATIONS

12 1Centre for Quantum Technologies, National University of Singapore, 3 Science Drive 2, Singapore 117543, Singapore
13 2Department of Physics, National University of Singapore, 2 Science Drive 3, Singapore 117551, Singapore
14 3Applied Research Laboratories, The University of Texas at Austin, Austin, Texas �, USA
15 4Texas Advanced Computing Center, The University of Texas at Austin, Austin, Texas �, USAAQ2

16 a)Electronic mail: christian.kurtsiefer@gmail.com

ABSTRACT

17 We demonstrate a point-to-point clock synchronization protocol based on bidirectionally exchanging photons produced in spontaneous
18 parametric down conversion. The technique exploits tight timing correlations between photon pairs to achieve a precision of 51 ps in 100 s
19 with count rates of order 200 s�1. The protocol is distance independent, is secure against symmetric delay attacks, and provides a natural
20 complement to techniques based on Global Navigation Satellite Systems. The protocol works with mobile parties and can be augmented to
21 provide authentication of the timing signal via a Bell inequality check.
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22 The ability to synchronize remote clocks plays an important role
23 in our infrastructure from maintaining coherence in the electrical grid
24 to allowing precise positioning and navigation, high speed trading,
25 and distributed data processing. However, many of the techniques to
26 establish and maintain this time synchronization have been shown to
27 be susceptible to interference by malicious parties,1,2 which can, for
28 example, spoof the legitimate timing signal introducing unaccounted
29 for delays, thus introducing an error in the calculated time difference
30 between the remote clocks.
31 In most protocols, remote parties deduce their clock offset by
32 measuring signal propagation times with their devices and comparing
33 the result with a trusted value.3–5 Protocol security then relies on an
34 independent characterization of propagation times,6 which can be dif-
35 ficult for mobile parties or under changing conditions. Bidirectional
36 protocols circumvent this issue by synchronizing with counter-
37 propagating signals and are secure, provided that propagation times
38 are independent of propagation directions.6

39 In this work, we describe a distance-independent protocol using
40 counter-propagating single photons originating from photon pairs.7

41 Tight time correlations of photon pairs generated from spontaneous
42 parametric down-conversion (SPDC) enable precise synchronization.
43 The single-photon regime allows, in principle, an additional security

44layer by testing a Bell inequality with entangled photons to verify the
45origin of the timing signal.8 While clock synchronization based on
46SPDC has been demonstrated, previous works required knowing a pri-
47ori the signal propagation times,9–11 controlling them with a balanced
48interferometer,12 or were performed with clocks sharing a common
49frequency reference.13,18 Here, we synchronize remote clocks refer-
50enced to independent frequency standards using two separate SPDC
51pair sources. We obtain a synchronization precision consistent with
52the intrinsic frequency instabilities of our clocks while changing their
53relative separation.
54The protocol involves two parties, Alice and Bob, connected by a
55single mode optical channel. Each party has an SPDC source produc-
56ing photon pairs; one photon is detected locally, while the other is sent
57and detected on the remote side (see Fig. 1). Every photodetection
58event is time tagged according to a local clock which assigns time
59stamps t and t0.
60For a propagation time DtAB from Alice to Bob and DtBA in the
61other direction, the detection time differences are

t0 � t ¼ DtAB þ d and t � t0 ¼ DtBA � d (1)

62for the photon pairs originating from Alice and Bob, respectively. The
63sequence of photodetection events on each side is described by
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aðtÞ ¼
X
i

d t � tið Þ and bðt0Þ ¼
X
j

d t0 � t0j
� �

: (2)

64 Due to tight time correlations present during pair generation, the cross
65 correlation

cABðsÞ ¼ ða ? bÞðsÞ ¼
ð
aðtÞbðt þ sÞdt (3)

66 will show two peaks at

sAB ¼ dþ DtAB and sBA ¼ d� DtBA (4)

67 for the pairs created by Alice and Bob. A round-trip time DT for pho-
68 tons can be calculated using the inter-peak separation

DT ¼ DtAB þ DtBA ¼ sAB � sBA: (5)

69 If the propagation times in the two directions are the same, DtAB
70 ¼DtBA, they do not contribute to the clock offset

d ¼ 1
2

sAB þ sBAð Þ; (6)

71 which is calculated directly from the midpoint of the two peaks. In this
72 way, the protocol is inherently robust against symmetric changes in
73 channel propagation times.
74 As it is the norm in quantum key distribution (QKD),15 the time
75 stamps are transmitted through a classical public authenticated chan-
76 nel, while the quantum channel is supposed to be under the control of
77 a malicious adversary.
78 Time-correlated photon pairs are generated by two identical
79 SPDC sources (Fig. 1). The output of a laser diode (power �10 mW
80 and central wavelength 405nm) is coupled into a single mode optical
81 fiber for spatial mode filtering and focused to a beam waist of 80lm
82 into a 2mm thick b-barium borate crystal cut for non-collinear type-

83II phase matching.14 Down-converted photons at 810nm are coupled
84into two single mode fibers with an overall detected pair rate of about
85200 s�1.
86Fiber beam splitters separate the photon pairs so that one photon
87is detected locally with an avalanche photodetector (APD), while the
88other photon is transmitted to the remote party. Time-stamping units
89with a nominal resolution of �4 ps assign detection times t and t0

90to the events detected at Alice and Bob, respectively.
91To resolve the coincidence peaks (FWHM� 500 ps), we obtain
92cABðs ¼ t0 � tÞ with coarse (�2ls) and fine (�16 ps) resolutions
93separately.10

94To extract the peak positions sAB and sBA, we fit cAB(s) to a linear
95combination of two peak profiles V (s)

cABðsÞ ¼ a0 þ a1 Vðs� sABÞ þ a2 Vðs� sBAÞ; (7)

96where a0 denotes the background coincidences, a1,2 denotes the
97detected pairs, andV (s) is a pseudo-Voigt distribution16

VðsÞ ¼ ð1� f ÞG s;
rffiffiffiffiffiffiffiffiffiffiffi
2 ln 2
p

� �
þ f L s; rð Þ: (8)

98The values of f¼ 0.2 and r¼ 290 ps best characterize the timing jitter
99(FWHM¼ 2r¼ 580 ps) of the combined photodetection and time-
100stamping system, and sAB and sBA from the fit fix d and DT through
101Eqs. (5) and (6).
102To demonstrate the independence of the protocol from the clock
103separation, we first determine the minimum resolvable separation
104(vdt/2), where v is the propagation speed of light in the fiber and dt is
105the precision (1 standard deviation) of measuring a fixed offset.
106To characterize the precision dt, we accumulate offset measure-
107ments between two clocks locked to a common frequency reference
108(Stanford Research Systems FS725), separated by a constant fiber
109length L¼ 1.7 m. The standard deviation of the measured offset
110depends on the detector timing response V (s¼ 0), pair rate R¼ 227
111s�1, and acquisition time Ta according to

17

dt ¼ 1ffiffiffi
2
p 1

2Vðs ¼ 0Þ
1ffiffiffiffiffiffiffiffiffi
RTa
p : (9)

112Figure 2 shows the precision of the measured offset for various Ta,
113extracted from time stamps recorded over 1 h. Fitting the data to the
114model in Eq. (9), we obtain dt ¼ 2:91ð9Þ � 10�11 =

ffiffiffiffiffi
Ta
p

and infer V
115(s¼ 0)¼ 0.81(4) ns�1. The inferred detector timing response is
116approximately twice the value (1.5 ns�1) expected using Eq. (8). Faster
117detectors, such as superconducting nanowire single photon detectors
118(SNSPDs), improve precision by an order-of-magnitude.18

119For an acquisition lasting several seconds, a precision of a few
120picoseconds limits the minimum resolvable clock separation to the
121millimeter scale. To demonstrate that the protocol is secure against
122symmetric channel delay attacks, we change the propagation length
123over several meters during synchronization—three orders of magni-
124tude larger than the minimum resolvable length-scale.
125To simulate a symmetric channel delay attack, we impose differ-
126ent propagation distances using different fibers of length L¼ 1.7 m,
1276.7 m, 31.7 m, and 51.7 m. Figure 3 shows g(2)(s), the cross-correlation
128cAB(s) normalized to background coincidences, acquired from the
129time stamps recorded over 20 min. To detect changes in the clock off-
130set throughout the acquisition, we split the time-stamped events into

FIG. 1. Clock synchronization setup. Alice and Bob each have a source of time-
correlated photon pairs based on spontaneous parametric down-conversion
(SPDC) and an avalanche photodetector (APD). One photon of the pair is detected
locally, while the other photon is sent through a single mode fiber of length L to be
detected on the remote side. Times of arrival for all detected photons are recorded
at each side with respect to the local clock, each locked to a rubidium frequency
reference. The inset shows the optical setup of a SPDC source.14 LD: laser diode,
BBO: b-barium borate, CC: compensation crystals, SMF: single mode fiber, and
k/2: half-wave plate.
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131 blocks of 20 s. Figure 4 shows the clock offset d and round-trip time
132 DT for every block. Throughout the acquisition, the offset was mea-
133 sured to within 7 ps, comparable to the precision obtained with a con-
134 stant round-trip time (Fig. 2). With no significant correlation between
135 the measured clock offset and the propagation distance
136 (�0:12 psm�1), we conclude that for measuring a fixed offset, the
137 protocol is robust against symmetric channel delay attacks.
138 To examine a more realistic scenario, we provide each time-
139 stamping unit with an independent frequency reference (both
140 Stanford Research Systems FS725), resulting in a clock offset that drifts
141 with time d! d(t).
142 The frequency references have a nominal relative frequency accu-
143 racy d0 < 5� 10�11. We evaluate the offset from the time stamps

144every Ta¼ 2 s so that the drift (�100 ps) is much smaller than the
145FWHM of each coincidence peak. This allows extracting the peak
146positions from cAB with the model in Eq. (7).
147We again simulate a symmetric channel delay attack by changing
148L every 5 min. Figure 5 shows the measured d(t) which appears to fol-
149low a continuous trend over different round-trip times, indicating that
150the delay attacks were ineffective. Discontinuities in d(t) correspond to
151periods when fibers were changed.
152To verify that meaningful clock parameters can be extracted
153from d(t) despite the attack, we fit the data to a parabola at2 þ dt þ b,

FIG. 2. Standard deviation (precision dt) of the measured offset between two clocks.
Both clocks are locked to the same frequency reference. Solid line: Least-squares fit to
a model where dt follows Poisson statistics and improves with acquisition time Ta. Error
bars: precision uncertainty due to errors from fitting cAB to our model in Eq. (7).

FIG. 3. Timing correlations of Alice and Bob’s detection events normalized to back-
ground coincidences. During the measurement, four fibers of lengths L were used
to change the separation between Alice and Bob. For every L, the correlation mea-
surement yields two coincidence peaks, one for each source. The time separation
between peaks corresponds to the round-trip time DT, and the midpoint is the offset
between the clocks d. The time axis is shifted by �d, the average value of the four d
calculated for four different L values.

FIG. 4. (a) Measured offset d between two clocks, both locked on the same fre-
quency reference. Each value of d was evaluated from measuring photon pair tim-
ing correlations from a block of photodetection times recorded by Alice and Bob.
Each block is 20 s long. The continuous line indicates the average offset �d.
Dashed lines: one standard deviation. (b) The round-trip time DT was changed
using different fiber lengths.

FIG. 5. (a) Measured offset d between two clocks with different frequency referen-
ces. Each value of d was evaluated from measuring photon pair timing correlations
for 2 s. The offset measured at the beginning is d0. Continuous blue line: fit used to
extract the relative frequency accuracy (�4� 10�11) between the clocks. (b)
Residual of the fit fluctuates due to the intrinsic instability of the individual frequency
references. (c) The round-trip time DT was changed using four different fiber
lengths.
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154 where a, d, and b represent the relative aging, frequency accuracy, and
155 bias of the frequency references, respectively.19 The resulting relative fre-
156 quency accuracy between the clocks, d¼ 4.05(7)� 10�11, agrees with
157 the nominal relative frequency accuracy d0 of our frequency references.
158 The residual of the fit, r(t), fluctuates (Allan deviation ¼ 1.1� 10�12,
159 time deviation TDEV¼ 45 ps, in 100 s) mainly due to the intrinsic
160 instabilities of our frequency references (<2� 10�12). Negligible corre-
161 lation between r(t) and propagation distance (�0:78 psm�1) demon-
162 strates the distance-independence of this protocol.
163 The standard deviation (dt � 51 ps) of the fast fluctuating com-
164 ponent of r(t) suggests that the clocks can be synchronized to a preci-
165 sion comparable to the time deviation of our frequency references in
166 100 s. This integration time improves with detectors with a lower tim-
167 ing jitter, higher efficiency, a higher path transmission, and brighter
168 pair sources [Eq. (9)].
169 Although not demonstrated in this work, Alice and Bob can verify
170 the origin of each photon by synchronizing with polarization-
171 entangled photon pairs and performing a Bell measurement to check
172 for correspondence between the local and transmitted photons. As is
173 the case in QKD scenarios,20 if the signal is copied (cloned) or the
174 entangled degree of freedom is otherwise disturbed, the extent of the
175 interference can be bounded via a Bell inequality. For this measure-
176 ment, the setup in Fig. 1 should be modified such that the detectors are
177 preceded by a polarization measurement in the appropriate basis and
178 that the measurement result is added to the time stamp information
179 transmitted through the classical channel. This modification addresses
180 the issue of spoofing in current classical synchronization protocols.
181 In addition, we made strong assumption that the photon propa-
182 gation times in both directions were equal (DtAB¼DtBA). Without
183 this assumption, the offset derived from Eq. (6) becomes

d ¼ 1
2
ðsAB þ sBAÞ � ðDtAB � DtBAÞ½ �: (10)

184 Therefore, the offset can no longer be obtained from the midpoint
185 between sAB and sBA.
186 We note that creating an asymmetric channel for a classical sig-
187 nal is routine given the ability to split and amplify the signal at will; in
188 the case of entangled photons produced at random times, making an
189 asymmetric channel implies breaking the reciprocity of the channel.
190 This is possible via, for example, magneto-optical effects such as those
191 found in optical circulators. Detecting this attack is the subject of
192 ongoing research.21

193 We have demonstrated a protocol for synchronizing two remote
194 clocks with time-correlated photon pairs generated from SPDC. By
195 assuming symmetry in the synchronization channel, the protocol does
196 not require a priori knowledge of the relative distance or propagation
197 times between two parties, providing security against symmetric chan-
198 nel delay attacks and timing signal authentication via the measure-
199 ment of a Bell inequality.
200 We observe a synchronization precision of 51 ps within 100 s
201 between two clocks with independent frequency references. The

202achieved precision is comparable to the time deviation arising from
203the intrinsic instability of our frequency references, even with relatively
204low pair rates (�200 s�1), and improves with faster detectors or more
205stable frequency references.18

206The protocol lends itself particularly well to synchronization tasks
207performed between mobile stations (e.g., between satellites and ground
208stations) where photon rates are typically low, and propagation times
209are constantly changing. Since the protocol is based on existing quan-
210tum communication techniques, it provides a natural complement to
211Global Navigation Satellite Systems (GNSS) and would be a natural fit
212to future quantum networks with the ability to distribute entanglement.
213
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