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We demonstrate a point-to-point clock synchronization protocol based on bidirectionally propagating photons
produced in spontaneous parametric down-conversion (SPDC). Compared to previous bidirectional protocols,
we use only one photon pair source and a partially reflective surface to establish the synchronization chan-
nel. Tight timing correlations between photon pairs are used to determine the single and round-trip times
measured by two remote clocks, providing sufficient information necessary to achieve a distance-independent
synchronization secure against symmetric delay attacks. We show that the coincidence signature useful for
determining the round-trip time of a synchronization channel, established using a 10 km telecommunications
fiber, can be derived from photons reflected off the end face of the fiber without additional optics. Our tech-
nique allows the synchronization of multiple remote clocks with a single reference clock co-located with the
source, without requiring additional pair sources, in a client-server configuration suitable for synchronizing a

network of clocks.

I. INTRODUCTION

CK: General comment - maybe emphasize that
this is ABSOLUTE clock sync, including some fig-
ure part in fig 1 that underlines this? JW: Men-
tioned absoluteness in Fig. 1 and 2.

Bidirectional clock synchronization protocols, e.g.
network time protocol (NTP recision time protocol
(PTP), two-way satellite time transfer (TWSTT),

are widely-used to determme the offset between remote
THl

.—\glvovcvlg/svlvj‘j/.v By exchanging counter-propagating signals,
and assuming a symmetric synchronization channel,
parties estimate one-way propagation delays as half
the round-trip time signals without -characterizing
their physical separation beforehand. Remote parties
then deduce their absolute clock offset by comparing
signal propagation times measured with their devices
with the expected propagation delay®. Recently, pro-
tocol implementations with entangled photon pairs
suggest securing the synchronization channel by mea-
suring non-local correlations — a technique inspired
by entanglement based quantum key dlstrlbutlon
(QKD)G 3 . 3 ot

< ; However
to reahze a bldlrectlonal exchange of photons, these
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demonstrations required a photon pair source at each
end of the synchronization channel, posing a resource
challenge when synchronizing multiple clocks.

In this work, we experimentally demonstrate a bidirec-
tional clock synchronization protocol where the synchro-
nization channel is established with a 10 km optical fiber
and a single entangled photon pair source. The round-
trip time is sampled using time-correlation measurements
between the detection times of photon pairs, with one
photon of the palr back reﬂected at the remote 51de us-
1ndependent synchronlzatlon of two remote clocks, ref-
erenced to independent rubidium frequency standards.
With a modest pair rate of 160s~! associated with the
round-trip time measurement, we obtain a precision suf-
ficient to resolve clock offset fluctuations with a time de-
viation of 88 ps in 100 s, consistent with the intrinsic fre-
quency instability between our clocks.

Time synchronization protocol - The protocol involves
two parties, Alice and Bob, connected by a single mode
optical fiber (see Fig. . Alice has an SPDC source pro-
ducing photon pairs, one photon is detected locally, while
the other is sent and detected on the remote side. Oc-
casionally, the transmitted photon undergoes Fresnel re-
flection (R~ 3.5%) at the end face of the fiber, and is
eventually detected by Alice instead. Every photodetec-
tion event is time tagged according to a local clock which
assigns time stamps ¢ and ¢ at Alice and Bob, respec-
tively.

Photon pairs emerging from SPDC are tightly time-
correlated™®. Thus, for an offset § between the clocks,
a propagation time Atap from Alice to Bob, and Atga
in the other direction, the second-order correlation func-
tion™# G(2)(7) of the time difference 7 =t —t has a peak
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FIG. 1. Clock synchronization setup. Alice has a source of
time-correlated photon pairs based on spontaneous paramet-
ric down-conversion (SPDC) and a single-photon nanowire
photodetector (SNSPD). One photon of the pair is detected
locally, while the other photon is sent through a single mode
fiber of length L to be detected on the remote side with Bob’s
InGaAs avalanche photodiode (APD). Times of arrival for all
detected photons are recorded at each side with respect to
the local clock, each locked to a rubidium frequency reference
(10 MHz). Occasionally, a transmitted photon is reflected at
the end face of the fiber back to Alice, allowing her to sample
the round-trip time and derive the absolute offset between the
two—clocks.

at
TAB =0+ Atap (1)

due to pairs detected at opposite ends of the channel,
whereas for two photons detected by Alice at ¢ and ¢+,
the auto-correlation function R(7) will show a peak at

Taa =Atap+Atpa, (2)

corresponding to the round-trip time of the channel. If
the propagation times in the two directions are the same,
At s = Atpa, then the the clock offset can be deduced
directly from the positions of the two peaks using

0 =TAB— = TAA, (3)

2
independently of the propagation time Atsp. In this
way, the protocol is inherently robust against symmetric
changes in channel propagation times.

As is the norm in quantum key distribution QKD
the time stamps are transmitted through a classical pub-
lic authenticated channel, while the quantum channel is
supposed to be under the control of a malicious adver-
sary.

Ezperiment - A sketch of the experimental setup is
shown in Fig. [I} Our photon pair sourcé™®18 is based on
Type-0 SPDC in a periodically-poled crystal of potas-
sium titanyl phosphate (PPKTP) pumped by a laser
diode at 658nm (Ondax, stabilized with holographic
grating). The resulting photon pairs are degenerate at
1316 nm, close to the zero dispersion wavelength of the
synchronization channel (SMF-28e, 10 km), with a band-
width of ~ 50nm on either side of this wavelengthl8. Sig-
nal and idler photons are efficiently separated using a
wavelength division demultiplexer (WDM). Fiber beam
splitters separate the photon pairs so that one photon is
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FIG. 2. Clock synchronization scheme. Alice and Bob

measure_detection times ¢ and ' of photon pairs generated
from Alice’s source using local clocks. Detection times ¢; and
t5 are associated with a time-correlated photon pair where one
photon of the pair is transmitted to Bob, while 3 and t4 are
associated with a pair where one of the photons is reflected at
Bob back to Alice. The single-trip time 745 of photons in the
synchronization channel, calculated from the time difference
t5 — t1, depends on the signal delay At a5 associated with the
length of the channel, and the offset between the clocks. The
round-trip time 744 of the channel is estimated using tq — t3.
Assuming a symmetric delay channel, the absolute clock offset

can be derived from 7 and T without a priori knowing
Atap:.

detected locally with a superconducting nanowire single-
photon detector (SNSPD, optimized for 1550 nm), while
the other photon is routed into the synchronization chan-
nel where it is detected on the remote side with an In-
GaAs avalanche photodiode (APD). The SNSPD has rel-
atively low jitter (& 40ps) compared to existing single-
photon detectors, and allows Alice to improve the pre-
cision of round-trip time measurements regardless of the
choice of detector by the remote party. With a pump
power of 2.5mW focused to a beam waist of 140 um at
the centre of the crystal, we observed pair rates of 160s™!
and 8900s~! associated with the round-trip and single-
trip propagation of photons, respectively.
Time-stamping units assign detection times ¢ and ¢’ to
the events detected at Alice and Bob with 4 ps resolu-
tion. We computé™ the histograms G(®)(7) and R(7)
with a bin width of of 62.5ps, and observed coinci-
dence peaks associated with the single-trip and round-
trip propagating photons (FWHM = 905 ps and 950 ps,
respectively). Figure |3| shows the respective histograms
normalized to background coincidences when the two

clocks are locked to a common rubidium frequency ref-
erence (Stanford Research Systems FS725), separated-by

a—constant—fiber—seperated by a fiber spool of constant
length L = 10 kmGk—Weshowld-mentionsemewhere-that
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FIG. 3. Timing correlations showing coincidence peaks due

to (a) round-trip and (b) single-trip propagation of photons in
the synchronization channel. (a) r(7): auto-correlation func-
tion R(7) normalized to background coincidences extracted
from Alice’s timestamps acquired over 90s. (b) 9(2) (7): cross-
correlation function G(2)(7') normalized to background coin-
cidences extracted from Alice and Bob’s timestamps acquired
over 3s. Solid lines: fits to heuristic model. 744 and T4p:
peak positions of respective distributions. Error bars: Pois-
sonian error.
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FIG. 4.  Precision of the round-trip (red) and single-trip

(blue) times, and the clock offset (black) between two clocks.
Both clocks are locked to the same frequency reference. Error
bars: precision uncertainty due to errors in determining the
positions, T4p and 74 4, of the coincidence peaks.

a—deployed-pieee’—, To deduce the clock offset, we first
generate empirical models (Fig.[3] solid-lines) for the two
coincidence peaks using 100s of timestamp data — the
models are used to fit subsequent histograms to extract
peak positions 74p and 744. With the peak positions,
we then determine the clock offset using Egs. 2] and
To characterize the synchronization precision dt as a
function of the acquisition time, we measure the standard

deviation of twenty offset measurements, each extracted
from time stamps recorded for a duration T,. Figure []
shows the precision of the measured offset, single-trip
(tap) and round-trip times (744). We observe that the
precision for the single and round-trip times improves
with Ty for timescales < 100s, but increases for longer
timescales. We attribute this effect to temperature-
dependent (AT =45mK over 1 min, 160mK over 3 hours)
length fluctuations, given that the propagation delay
variation?! of our fiber is several 10 pskm~'K~!. How-
ever, we observe that these long-term fluctuations are
suppressed in the clock offset measurement with the
distance-independent synchronization protocol.

For subsequent demonstrations, we set T, = 3s and
90s for the single and round-trip time measurements, ob-
taining a precision of 12 ps and 14 ps, respectively. Each
90s window used to evaluate the round-trip time thus
contains thirty single-trip time measurements. For each
single-trip time value, we evaluate the clock offset using
the round-trip time evaluated in the same window. This
results in a precision of 16 ps for the measured offset.
Measuring the single-trip delay with shorter T, enables
frequent measuring of G(?) (1), and is useful for tracking
the position of its coincidence peak (74p5) in the scenario
where remote clocks are locked to independent frequency
references.

The minimum resolvable clock separation associated
with the offset precision is 3.3 mm. To demonstrate that
the protocol is secure against symmetric channel delay
attacks, we change the propagation length over several
meters during synchronization — three orders of magni-
tude larger than the minimum resolvable length-scale.

Distance-independent clock synchronization - To simu-
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FIG. 5.  (a) Measured offset § between two clocks, both
locked on the same frequency reference. The continuous line
indicates the average offset 6. Error bars: precision uncer-
tainty due to errors in determining the positions, 745 and
Taa, of the coincidence peaks. Dashed lines: one standard
deviation. (b) The round-trip time AT was changed us-
ing fiber lengths L = Ly = 10km, Lo+ 1m, and Lo+ 10m.
ATy =103.3 us.



late a symmetric channel delay attack, we impose differ-
ent propagation distances using different fiber lengths.
Figure [f] shows the measured offset § and the round-
trip time AT, with an overall standard deviation of
26 ps, and an overall mean of §. The sets of § ob-
tained for L = Lo+ 1m and Lo+ 10m, with mean offsets
d —24(17) ps, and 0 +20(20) ps, respectively, show signif-
icant overlap with those obtained with L = Lo = 10km
with mean offset 6 +1(17) ps. Comparing the additional
mean offset of 19(26) ps to the additional single-trip de-
lay (48.3ns) expected for extending our optical channel
from L = Lg to Lo+ 10m, our protocol suppresses the
contribution of the additional propagation delay on the
measured offset by a factor of ~4 x 1074
Distance-independent clock synchronization with inde-
pendent clocks - To examine a more realistic scenario,
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FIG. 6. (a) Measured offset § between two clocks with
different frequency references. FEach value of § was eval-
uated from measuring photon pair timing correlations for
3s. The offset measured at the beginning is dg. Continuous
blue line: fit used to extract the relative frequency accuracy
(= 5.16 x 107 11) between the clocks. (b) Residual of the fit
fluctuates due to the intrinsic instability of the individual fre-
quency references. (¢) The round-trip time AT was changed
using three different fiber lengths.

we provide each time-stamping unit with an indepen-
dent frequency reference (both Stanford Research Sys-
tems FS725), resulting in a clock offset that drifts with
time 6 — 0(t).

The frequency references each have a nominal fre-
quency accuracy dg < 5x 107 resulting in a relative
accuracy v2dy between two clocks. We evaluate the
offset from the time stamps every T, = 3s so that the
maximum expected drift (<212ps) of the coincidence
peak in G(?)(7) is smaller than its FWHM. This pseudo-
stationary regime allows the peak positions to be ex-
tracted with the same fitting procedure used when the
clocks are locked onto the same frequency reference®.

We again simulate a symmetric channel delay attack
using three different values of L. Figure[6shows the mea-
sured d(t) which appears to follow a continuous trend
over different round-trip times, indicating that the de-
lay attacks were ineffective. Discontinuities in 6(¢) corre-
spond to periods when fibers were changed.

To verify that meaningful clock parameters can be ex-
tracted from J(t) despite the attack, we fit the data to
a parabola at? +dt+b, where a, d and b represent the
relative aging, frequency accuracy and bias of the fre-
quency references, respectively?t. The resulting relative
frequency accuracy between the clocks, d = 5.1654(7) x
10711, agrees with the nominal relative frequency accu-
racy v/2dp between our frequency references. The resid-
ual of the fit, r(¢) (Fig. |§|(b)), fluctuates®® (Allan de-
viation = 2.2 x 10712, time deviation = 88ps in 100s)
mainly due to the intrinsic instabilities of our frequency
references (2 x 10712 in 100s each).

Protocol Security - Although not demonstrated in this
work, Alice and Bob can verify the origin of each pho-
ton by synchronizing with polarization-entangled photon
pairs and performing a Bell measurement to check for cor-
respondence between the local and transmitted photons.
This proposal addresses the issue of spoofing in current
classical synchronization protocols®®. However, due to
low coincidence-to-accidental ratio associated with the
round-trip time measurement (CAR=0.13), this authen-
tication scheme is only feasible for the single-trip time
measurement (CAR=8.9). Consequently, users can only
authenticate photons traveling from Alice to Bob, and
have to assume that the synchronization channel has not
been asymmetrically manipulated —this—alowsthem-in
order to incorporate the round-trip time measurement of

g ! 9 1S) %
for-dedueing-in the clock offset —calculation (Eqn. [3)).
In addition, we also assumed that the photon propaga-
tion times in both directions were equal (At ap = Atpga).
Without this assumption, the offset derived from Eq. [3]
becomes

d=TaB—Taa+Atpa, (4)

and can no longer be obtained directly from the peak
positions 745 and T4 4.

We note that an adversary will be able to exploit both
assumptions while evading detection by passively rerout-
ing photons traveling in opposite directions in the syn-
chronization channel without disturbing their polariza-
tion states2?. This attack is based on the fact that the
momentum and polarization degree-of-freedoms of our
photons are separable, and remains a security loophole
in similar implementations®.

Goneluwsion-Conclusion - We have demonstrated a pro-
tocol for synchronizing two remote clocks Gl:-abselutely
absolutely with time-correlated photon pairs generated
from SPDC. By assuming symmetry in the synchro-
nization channel, the protocol does not require a priori
knowledge of the relative distance or propagation times
between two parties, providing security against symmet-



ric channel delay attacks and timing signal authentica-
tion via the measurement of a Bell inequality®.
Compared to previous implementationﬁm, our proto-
col requires only a single photon pair source, relying on
the back-reflected photon to sample the round-trip time
of the synchronization channel. This arrangement al-
lows multiple parties to synchronize with bidirectional
signals using 5t s i 3 :

a single source.

With our protocol, we synchronize two independent
rubidium clocks while changing their relative separation,
using telecommunication fibresfibers of various lengths
(> 10km) as a synchronization channel. Even with rel-
atively modest detected eeineidenee—coincidence rates
(160s~1) used for the round-trip time measurement, we
obtained a precision sufficient to resolve clock offset fluc-
tuations with a time deviation of 88 ps in 100 s, consistent
with the intrinsic frequency instabilities of our clocks.
The precision improves with faster detectors?, brighter
sources, or over free-space channels where dispersion is
insignificant. Frequency entanglement may also be lever-
aged to cancel dispersion non-locally, improving protocol
precision over optical channels in future work®.

We thank S-Fifteen Instruments for assistance with the
entangled photon pair source and the InGaAs detector;

St : ‘ or iseussions—, We

acknowledge support by the National Research Founda-
tion & Ministry of Education in Singapore.

IW. Wenjun, D. Shaowu, L. Huanxin, and Z. Hong, in 201/
European Frequency and Time Forum (EFTF) (IEEE, 2014) pp.
121-125.

2D. L. Mills, IEEE Transactions on Communications 39, 1482
(1991).

3IEC 61588:2009(E) , C1 (2009).

4P. Moreira, J. Serrano, T. Wlostowski, P. Loschmidt, and
G. Gaderer, in 2009 International Symposium on Precision Clock
Synchronization for Measurement, Control and Communication
(2009) pp. 1-5.

5L. Narula and T. E. Humphreys, IEEE Journal of Selected Topics
in Signal Processing 12, 749 (2018).

6J. Lee, L. Shen, A. Cere, J. Troupe, A. Lamas-Linares, and
C. Kurtsiefer, Applied Physics Letters 114, 101102 (2019).

“F. Hou, R. Dong, R. Quan, X. Xiang, T. Liu, X. Yang, H. Li,
L. You, Z. Wang, and S. Zhang, arXiv preprint arXiv:1812.10077
(2018).

8A. Lamas-Linares and J. Troupe, in Advances in Photonics of
Quantum Computing, Memory, and Communication XI, Vol.
10547 (International Society for Optics and Photonics, 2018) p.
105470L.

9D. Yang, Physics Letters A 360, 249 (2006).

1OW. K. Wootters and W. H. Zurek, Nature 299, 802 (1982).

11]. Bhatti and T. E. Humphreys, NAVIGATION: Journal of the
Institute of Navigation 64, 51 (2017).

12A. J. Kerns, D. P. Shepard, J. A. Bhatti, and T. E. Humphreys,
Journal of Field Robotics 31, 617 (2014).

13C.-K. Hong, Z.-Y. Ou, and L. Mandel, Physical review letters
59, 2044 (1987).

1R, J. Glauber, Physical Review 130, 2529 (1963).

15V, Scarani, H. Bechmann-Pasquinucci, N. J. Cerf, M. Dusek,
N. Liitkenhaus, and M. Peev, Rev. Mod. Phys. 81, 1301 (2009).

16y, Shi, S. M. Thar, H. S. Poh, J. A. Grieve, C. Kurtsiefer, and
A. Ling, arXiv preprint arXiv:2007.01989 (2020).

17A. Lohrmann, C. Perumangatt, A. Villar, and A. Ling, Applied
Physics Letters 116, 021101 (2020).

18]J. A. Grieve, Y. Shi, H. S. Poh, C. Kurtsiefer, and A. Ling,
Applied Physics Letters 114, 131106 (2019).

19C. Ho, A. Lamas-Linares, and C. Kurtsiefer, New Journal of
Physics 11, 045011 (2009).

20M. Bousonville and J. Rausch, in Proceedings of the Ninth Eu-
ropean Workshop on Beam Diagnostics and Instrumentation for
Particle Accelerators (DIPAC) (2009).

21G. Xu and Y. Xu, |GPS, Theory, Algorithms and Applications
(Springer Berlin Heidelberg, Berlin, Heidelberg, 2016).

22W. J. Riley, (2008).

23], Lee, L. Shen, A. Cere, J. Troupe, A. Lamas-Linares, and
C. Kurtsiefer, Applied Physics Letters 115, 141101 (2019).


http://dx.doi.org/10.1109/26.103043
http://dx.doi.org/10.1109/26.103043
http://dx.doi.org/10.1109/IEEESTD.2009.4839002
http://dx.doi.org/ 10.1109/ISPCS.2009.5340196
http://dx.doi.org/ 10.1109/ISPCS.2009.5340196
http://dx.doi.org/10.1109/JSTSP.2018.2835772
http://dx.doi.org/10.1109/JSTSP.2018.2835772
http://dx.doi.org/10.1103/RevModPhys.81.1301
http://dx.doi.org/10.1007/978-3-662-50367-6

	Bidirectional clock synchronization with a single time-correlated photon pair source over 10km
	Abstract
	Introduction


